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1. O0mue MoJI0KeHu

1.1. leau u 3aa44 TUCHUILJIMHBI

(dbopMHpOBaHE KOMIIETCHIINI B 007aCTH pa3padOTKH M HKCILTyaTalluy POTrPaMMHO-aINapaTHBIX CPEJICTB,
MCTIOJIb3YEeMBIX /7151 oOecrieueHnss HHPOPMAIIHOHHOI 0€30MMacHOCTH aBTOMATH3UPOBAHHBIX CHCTEM

1.2. U3y4yaemblie 00bEeKTHI JTUCHUIJINHBI

CXEMBl ayTeHTU(HKAIUU B
anmapaTHbIe CPEJICTBA;

KOMIIJIICKCOB

ABTOMATHU3UPOBAHHBIX

METOJIbI ¥ MOJISNT TeHEPALUU U YIIPABICHUS KITIOUaMHU;
METO/Ibl MHTETPAIIMY IPOTPAMMHBIX U allapaTHBIX CPEICTBA 3alIUTHI B UH()OPMAIIMOHHBIE CUCTEMBI;
METO/IbI U CPEACTBA OOHAPYKEHUS U TPEIOTBPAILIEHUS BTOPKEHUH;
CpEeJCTBa AHTUBUPYCHOMU 3alIUTHI B ABTOMAaTHU3UPOBAHHBIX CUCTEMAX;
METO/Ibl TOCTPOEHUS BUPTYAJbHBIX CETEH B aBTOMaTHU3UPOBAHHBIX CUCTEMAX;
METO/bI, CIIOCOOBI W CpeACTBa O0ECHeueHHs OTKa30yCTOHYMBOCTH MPOTPAMMHBIX U amlIapaTHBIX

BUJbI U I(J'IaCCI/I(I)I/IKaLII/ISI MMPpOrpaMMHBIX U allllapaTHBIX CPCACTBA 3alUTHI aBTOMATU3UPOBAHHBIX CHUCTCEM;,
MOZCJIN JaHHBIX, CUCTEM U MPOLECCOB 3alIUThI PIH(l)OpMaL[I/II/I;
YI'PO3bI Oe30macHOCTH I/IH(l)OpMaHI/II/I B aBTOMAaTU3HUPOBAHHBIX CUCTCMAX;

CUCTEMAX, MHCIOJB3YIOUNINE MPOTpaMMHBIE U

1.3. Bxoansbie TpeGoBaHMS

|He MpeayCMOTPEHBI

2. Ilmanupyemble pe3yJbTaThl 00y4YeHHs MO JUCIHUIIIAHE

[Inanupyemsble pe3yabTaThl

Nuapukatop nOCTHKEHUS

OpraHu3alNy, KpUTCPUH
OLIeHKH 3(h(heKTUBHOCTH U
HaJIe)KHOCTU CUCTEM
3aIUTHl THPOPMAIIHH;
OCHOBHbBIE IPOTOKOJIBI,
UCIIOJIb3YEeMBbIE JUIS 3AIIUTHI
uHdopmaIm B
BBIYHMCIIUTEIBHBIX CETIX U
cHCTeMax repegadu
uHpOpMaIH

KOHTPOJISI 3 (HEKTUBHOCTH
3aIUThl HHPOPMAIIH;
CIIOCOOBI U CPEJICTBA 3aIIUTHI
WH(GOPMAIUH OT YTEUKH I10
TEXHUYECKUM KaHasaMm;
TEeXHUYECKUE KaHAJbl yTEUKH
uH(pOpMaLuK; TpOrpaMMHbIE
CPEJICTBA, TO3BOJIAIOIIHUE
BECTH aBTOMAaTH3UPOBAHHBIH

ayIuT

K Wunexe 6 KOMIIETEHLIUHU, C KOTOPBIM Cpenctsa
OMHCTCHIIA HHIHKATOpPa OOYHCHUA O MCLHIIINHE | - ryecenpl IaHHPyeMbIe OIICHKH
(3HATH, yMETS, BIaZeTh) pe3ynbTaThl O0y4YCHUS
OIIK-14 N /1-1011K-14|3naeT npuHIUIIBL 3HaeT crnocoObl ¥ cpeAcTBa  |3adeT




IInanupyemsele pe3ynbTaTsl

Nupukatop nOCTHKEHUS

Wunexc KOMIIETEHLIUH, C KOTOPBIM Cpencrsa
KOMHCTGHHH;{ HHIUKATOpa O?;ZiiH;thTHLH;?Z;:;f)Ie COOTHECCHEBI INIaHUPYEMBIC OLICHKH
’ ’ pe3ybTaThl 00yUeHUs
OIIK-14 N-2011K-14|ymers: YMmeeT ocymiecTBIsATh BBIOOp |(OTYET 1O
pa3BepThIBaTh U [ 0OOCHOBAHHE KPUTEPUEB  [TPAKTHUECKOM
HACTpauBaTh MPOTrpaMMHbIe [PPPEKTUBHOCTH Y 3aHATHUIO
W anmapaTHbIE CpeACTBA s |(QYHKIIMOHUPOBAHUS
3aIUTHI JIOKAJIbHBIX U 3aIUIIEHHBIX
pacrpeeeHHbIX ABTOMAaTU3UPOBAHHBIX
BBIYMCIIUTEIBHBIX CUCTEM; |[MH(POPMALMOHHBIX CUCTEM
o0ecreynBaTh
HaJIC)KHYTO
ayTeHTU(PUKAIIIO 1
yIpaBJIeHHUE JOCTYIIOM K
H(pOPMAITMOHHBIM
pecypcam ¢ y4eToM
TpeOOBaHUI HOPMATHUBHO-
TEXHUYECKOMN
JTOKYMEHTAlHH;
HACTpauBaTh
KaHaJIbl 6€30I1acHOTO
oOMeHa nHpopmanuei B
JIOKAJIbHBIX U paclpeiesieH-
HBIX aBTOMaTU3UPOBAHHBIX
CUCTEMax;
HACTpauBaTh
CUCTEMBI OOHAPYKEHUS
BTOP’KECHUU U
AHTHBHUPYCHBIE CHCTEMBI
OIIK-14 WJ1-30I1K-14|pmaners: BrnaneeT HaBEIKaMHU OTuéT 110
UHCTPYMEHTApUeEM, [BBIPAOOTKHU MPEITI0KEHHUH M0 [TPaKTUIECKOM
o0ecrneunBaoImM COBEPIIICHCTBOBAHHIO V 3aHATHIO
MPOrpaMMHO-aNIapaTHYI0  |CUCTEMBI YIIPaBICHHS
3amuTy HHGOPMAIH-OHHBIX |[HH(GOPMAITIOHHOM
PECYPCOB OT U3YUEHUS, 0€301MacHOCThIO
Moau(dUKauu U ABTOMAaTU3UPOBAHHOM
KOIMPOBaHMS; CUCTEMBI
POrpaMMHO-

anmnapaTHIMU KOMILIEKCAaMU
yTIpaBlIeHHUS KII0YaMH,
cepTudUKaTaMH U IpaBaMu
IOJIb30BaTEIICH B
3aIUIIEHHBIX
aBTOMaTHU3MPOBAaHHBIX

CHUCTCMaAx.




3. O0bem u BUABI Y4eOHOI1 padoThI

Pacnpenenenue
. Bcero 10 CEMECTpaM B Hacax
Bun yuebHoit paboTsl
4acoB Howmep cemectpa
7
1. IlpoBenenne y4eOHbBIX 3aHATHH (BKIIIOUAs IPOBEIE- 54 54
HUE TEKYIIETO KOHTPOJIS yCTIEBAEMOCTH) B (hopMe:
1.1. KonTakTHas ayauropHasi pabora, U3 HUX:
- nexnmu (JI) 24 24
- naboparopusie padoTsl (JIP)
- IPaKTUYECKHE 3aHATHS, CEMUHAPHI U (WITH) IpyTHe 28 28
BUJIBI 3aHATHH cemuHapckoro Tuna (113)
- KOHTPOJIb caMocTosiTesibHOoM paboThel (KCP) 2 2
- KOHTpOJIbHAsI paboTa
1.2. CamocTtosrensHas pabota ctyaentoB (CPC) 54 54
2. IIpomexxyTouHas aTTecTanus
DK3aMeH
JlnpbepeHmpoBaHHbIN 3a4eT
3auer 9 9
Kypcosoii npoext (KII)
Kypcosas pa6ora (KP)
OO11as TPyA0EMKOCTb JTUCITUTIIIHBI 108 108
4. Conepxxanue IMCUUNIMHBI
Ob6bem
O0beM ayTUTOPHBIX BHEAYyIUTOPHBIX
HammenoBaHue pasenoB TUCIUIUIMHBI C KPATKUM 3AHSATHIA 10 BHIAM B YacaX |3aHsTuil 10 BHIAM
coJleps)KaHuEM B qacax
1 | gp | m3 CPC

7-11 cemecTp




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JIP

I13

CPC

be3onacHOCTh TOKaIbHBIX BEIYUCIUTEIBHBIX CHCTEM

8 0

8

20

[IpenMet u 3aa4u MPOTrPaMMHO-AIIIAPATHON 3aIUThI
nHpopmaru. ABromaruzupoBanHas cucrema (AC).
Crpyktypa u komnoneHTsl AC. Cetn D9BM.
OneKTpoHHBIN JoKkyMeHT (D/1). Buasl unpopmanuu B
KC. Undopmanmonnsie motoku B KC. Vs3BumocTts
KOMIIBIOTEPHBIX cUcTeM. [IoHsATHE TocTyna, CyOBEeKT U
00BekT moctymna. [ToHsATHEe HeCaHKITMOHUPOBAHHOTO
noctyna (HC/). Knacesr u Buast HC/I.
HecaHkimmoHnpoBaHHOE KOMTUPOBAHUE MPOTPaMM Kak
ocoObIit Bua HC/I. ITonuTuka 0e301acHOCTH B
KOMIBIOTEPHBIX cucTeMax. OleHKa 3alUIeHHOCTH.
Crioco0bl 3aMThl KOH()UICHIIMATBHOCTH, LIETOCTHOCTH
u noctynHocty B KC. CtanaapTsl U peKOMEHIaluu 110
oreHke 3amumenaocta ot HCJ

Apxutektypa OBM u BHIBI COBPEMEHHBIX
MHOTOITOJTB30BATEIHCKUX U MHOT033TaYHBIX
OTIepaIlMOHHBIX cUcTeM. Peanu3arus moacucTeMsl
6e3onacHoctu OC. Unentuduxanys u ayTeHTUPUKAITUSL
nosb3oBateneid OC

KoHTponk nocTyna v pasrpaHHuEHUE TOCTyTA.
JIMCKpelnOHHOE ¥ MaHJAaTHOE pa3rpaHUYeHUE JOCTYyIA.
[Tonmp3oBaTenu u rpymnmbl. Daiin Kak 00BEKT JOCTYTIA.
OrieHKa HaIS)KHOCTH CHCTEM OTPAaHUYCHUS JTOCTYyTIA -
CBEJICHUE K 3a/1aue OLIEHKHU CTOMKOCTU. Mepapxudeckuil
noctyn k ¢aitny. Ilonstue atpubyToB nocryma.
3ammra (aiinoeix pecypcoB B OC Windows u Unix
Crioco0Obl ccne10BaHus MPOrpaMM, BUABI OTIaTUYMKOB.
Pecypchl, ynakoBaHHbIE B IPOTPaMMHOM MOJYJIE.
Cexkuuu nporpamm. TpaccupoBKa MporpaMm IiaThopMsl
Win32 u nporpamm, tiatdpopm .NET u Java

be3onacHOCTh CeTeBBIX ABTOMATU3UPOBAHHLIX CHUCTEM

20

Wnentudukanus cyonrexra. [lorsiTe mpoTokona
uaeHtuukanuu. JlokanbHas U ynajieHHas
nneHTugukanys. [lorstue waeHTHQUIUPYIOIEH
nHpopmaru. CrnocoObl XpaHeHus
uneHTuGuuupyromei napopmanuu. Ces3b ¢
KJIFOUYeBBIMU cucTeMaMu. [IporpaMMHo-anmapaTHbie
cpencTBa ayTeHTH(GHUKAIMHA: OMOMETPUYECKHE,
MACCUBHBIC M aKTHBHBIE yCTpoiicTBa. CeTeBas
ayTeHTH(HKAIMI B KOPIIOPATUBHBIX CUCTEMAX.
Yrpasnenue ceprudukaramu Kerberos. [Tpotokon
LDAP. Un¢dpactpykrypa ynpasnenus kiouyamu PKI
[Tpunuune! padotsl 1 pyHkumonan C3U. Obecneuenue
0e30omacHOM 3arpy3KH OIepaluOHHON CHCTEMBI U
Bepuukanys Moxyiei. LlenTpanu3oBaHHoe
yrnpasieHue. IHTerpamnys B CyIecTBYIOIIYIO
aBTOMAaTU3WPOBAHHYIO CHCTEMY TTPEIITPHUSTHSA.
Cpencrsa, cepTHQHUIMPOBAHHEIE




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

OCTIK. IIpumepsr C3U

CtpykTypa ¥ QyHKIIMOHAT 3JICKTPOHHBIX KITFOUCH.
[Iporpammubie MOAyu: ApaiiBep kitoua u API kiatoya.
CrpykTypa 3amuiieHHon nporpammsl. [Ipeumyiectsa u
OrpaHUYECHHS KJItouel kak MeTobl 3auThl [10 ot
HEJIEraJIbHOTO pacnpocTpaHeHus. Buapl 3auThL:
KOHBEPT (envelope), TpuanbHbIE U OTPaHUYCHHEIE
Bepcun, nHTerpanus API kiroua B pazpabaTeiBacMyto
[porpamMmy.

Paspymatoniye nporpaMMHble BO3ACHCTBUS: BUPYCHI,
TpostHBI, malware, adware. Kimaccudukanus n
TEXHOJIOTUH BUPYCOB. PyTkutsl: BpegonocHoe [10 mist
OpraHM3alliy yajieHHoro ynpasieHus OBM u coznanus
00THETOB

IDS/IPS. ANTopUTMBI HHTEIICKTYaIHbHOTO aHATN3a
CETEBOU U JIOKAIHbHOW AKTUBHOCTH, BBISBIISIONINE
HecTaH/AapTHBIA 0OMeH nHpopMmarmeit. [laccuBHoe n
aKTUBHOE OOHapykeHue atak. [Ipmepsl cuctem
npenoTBpaiienus Bropxkenuii: Microsoft TMG, Snort.

Cpencrta obecrieueHust HHHOPMATMOHHON
0€30macHOCTH pacIpee/IeHHbIX HH(POPMAIIMOHHBIX
CUCTEM

12

14

BupTyanbpHbIE cpeibl B MalllMHbBI: YPOBEHb HHTETPAIIAN
BHUPTYAJIbHOIN CHCTEMBI U COBMECTHOE MCTIOIH30BAHNE
pecypcoB XocT-MammuHbl. Knactepbl. O6navynbie
texunoruu SaaS, PaaS, [aaS u npoune. Pazmenienue
BBIUMCIIUTEIbHBIX PECYPCOB OPIaHU3ALINU B
KOMMEPUYECKUX U CBOOOJIHBIX 00JIAYHBIX XOCTUHIaX.
DKOHOMMYECKHUE U NTPaBOBbIE BOIIPOCHI HCIIOJIB30BAaHUS
00J1a9HBIX TEXHOJIOTHI. BOmpock! 6e30macHOCTH JaHHBIX
B BUPTYQJIBHBIX U 00JIAYHBIX cpenax. BupTyaipHbie
vqactHble ceTH (VPN). [IporpamMHsble 1 anmapaTHele
cpenctra co3ganus VPN u VLAN

Annapartanble kpunronuito3bl Kontunent u Kpunros.
JlocTyn y1ajJeHHOr o M0JIb30BaTeNs B JIOKAIbHYIO CETh
opranuzanuu. CBs3b pa30pocaHHbIX (PUIHATIOB
OpraHM3ally B €AMHYI0 ceTb. OpraHu3arus
MEKKOPIIOPATUBHOI'O CETEBOI0 MOPTAJIa JUIsl BEICHUS
COBMECTHOTO MPOEKTA. 3alUIIEeHHBINA CephUHT.
KpunTorpaduieckas 3amunTa JTaHHBIX, TePeIaBaeMbIX 110
KaHaJIaM CBS3M ceTell 00IIEero MojJb30BaHUS MEXIY
coctaBHbIMH yacTsiMu VPN. Hacrtpoiika npuopureron
Tpaduka. MapupyTuzanus Tpapuka.
[IpoTokonaupoBaHue CeTeBOM aKTUBHOCTU. biokupoBka
TpadukKa.

AyIUT aBTOMaTU3UPOBAHHBIX HH()OPMAIIHOHHBIX
cucteM. JKypHalibl COOBITHIA B OTIEpAIIHOHHBIX CHCTEMAaX,
0a3ax maHHbIX. ObecniedeHne JOCTYITHOCTH U HAIEKHOTO
XpaHEHHsI KOPIIOPATUBHBIX JAaHHBIX: PE3EPBHOE
KOIMPOBaHHE U OTKA30yCTONUYHMBBIC




O0BeM
O0BeM ayTUTOPHBIX BHEAYIUTOPHBIX
HammenoBanue pasesoB JUCIUTUIMHEI ¢ KPATKUM SAHSTHE 0 BUAM B 94CAX |3aHATHIH O BEAAM
cojiepKaHuEM B ACAX
JI JIP I13 CPC
nuckoBbie MaccuBbl RAID. Opranuzanus xpaHnuiuia
TAHHBIX C MCHONb30BaHKeM TexHoJioruii NAS, SAN.
UTOI'O no 7-my cemecTpy 24 0 28 54
WTOI'O o nucLuIninge 24 0 28 54

TemaTrka MPUMEPHBIX NMPAKTUYECKUX 3aHATUN

HaunmeHoBaHUe TeMBI MNPAKTHIECCKOI0o (CeMI/IHapCKOFO) 3aHATUA

1  |YcraHoBKa U HacTpolika cpeAcTBa goBepeHHoM 3arpy3ku CU3 «Akkopa-5.5»

2 |YcraHOBKa U HACTPOWKA CPECTBA JOBEPEHHOM 3arpy3ku « AKKOpa-GX»

3 [YcraHOoBKa M HACTpOiiKa CpeACTBa 3aLIUTHl HHPOPMALIUK OT HECAHKIIHOHUPOBAHHOTO JIOCTYTIA
«Axkopa-Win64»

4  |M3ydeHue 31eKTPOHHOM noanucu u mmdpoBanus (aitioB Ha MpuMepe MPOrpaMMHOTO
obecnieuenust «KANCUD Crypton ArcMail»

5  |M3yueHue >IeKTPOHHON NOAMUCH U MK poBaHus (ailioB Ha MPUMEpe TPOrpaMMHO-
anmapatraoro komriekca « HIUITKA»

6  [MU3yuenue mmdponanus Tpaduka Ha npumepe nporpammuoro ooecneuenust «KANCUD Crypton
[PMobile»

7  (llpumeHeHHE 3aIUIEHHOTO HOCUTENSI MH(OPMaIMU Ha TPUMEPE MPOTrPAMMHO-AIAPATHOTO
koMmIuiekca «CekpeT 0co0oro HazHaueHUs» (4 yaca). OpraHu3alMOHHO - TEXHUYECKUM PEIICHUSM

5. OpraHn?.aunonHo-nez[arornqeCKne yciaoBus

5.1. O6pa3oBaTre/ibHbIE TEXHOJIOTUH, HCIIOJIb3YyeMble /1Jis1 JOpMHUPOBAHUSA
KOMIIeTeHIIUH

[IpoBeneHye AEKIMOHHBIX 3aHATHIA MO JUCIMILIMHE OCHOBBIBACTCA HAa aKTHBHOM MeETOZe OOydeHus,
py KOTOPOM ydyalllMecs He MAacCUBHBbIE CIIyILATENM, a aKTUBHbIE YYAaCTHUKHU 3aHSATHs, OTBEYAlOIIME Ha
BONPOCH! IpenogaBarens. Bonpocsl mpenogaBaresns HalEleHbl Ha aKTUBU3ALUIO MPOLIECCOB YCBOEHUS
MaTepuana, a TakkKe Ha pa3BUTUE JIOTUYECKOro MblnuieHus. [IpenonaBarens 3apaHee HameudaeT CIIMCOK
BOIPOCOB, CTUMYJIHMPYIOIIUX aCCOLMATHBHOE MBIIUIEHUE U YCTAHOBIIEHUE CBS3€H C paHee OCBOCHHBIM
MaTEepHAaIOM.

[IpakTrueckne 3aHATHS TIPOBOIATCS HA OCHOBE peajM3alliii MeTona OOydYeHHsS JEHCTBUEM:
onpeAensoTces mpobaemMubie obnacti, popmupyrores rpynnsl. [Ipu npoBeneHnN MPaKTUYECKUX 3aHATHI
MpeCIeNyIOTCs CIEAYIONIUE LeNU: MPUMEHEHNE 3HaHUN OTIENbHBIX JUCHMIUIMH U KPEaTUBHBIX METOJOB
TUIsL pelieHusl Ipo0aeM U MPHUATHUS pellieHui; 0TpaboTKa y 00y4yaronMxcsi HaBbIKOB KOMaHIHOW paboThl,
MEKJIMYHOCTHBIX KOMMYHUMKALIMA U pa3BUTUE JIMJAEPCKUX KAuyeCTB; 3aKPEIUIEHUE OCHOB TEOPETHUECKUX
3HaHUM.

HpI/I IMPOBCACHNHU yLIe6HI>IX 3aHATUMN HCIIOJB3YIOTCA MHTCPAKTUBHBIC JICKIIUHU, I'PYIIIIOBBIC JUCKYCCUU,
POJICBBIC UTPBI, TDCHUHI'Y U aHaJINU3 CI/ITyaHI/Iﬁ 1 IMHUTAlIMOHHBIX MOIICJIeﬁ.




5.2. MeTtognueckue yKazaHus AJisl 00yYAOUMXCH M0 U3YYCHUI0 TUCIUTTHHBI

IIpu

U3yYEHUU  JUCUUIUIMHBL  OOy4YalolUMCs  1eJIeco00pa3HO  BBINOJHATH  CIEAYIOIIHE
PEKOMEHJALINH:

1. N3yuyenue y4eOHOMN TUCHUIUIMHBI JIOJKHO BECTUCH CUCTEMATUYECKH.

2. Tlocme w3yueHHs Kakoro-nmubo pa3gena MO Y4eOHMKY WIM KOHCHEKTHBIM MaTepuaiam
PEKOMEHTyeTCs TIO TTaMSITH BOCIIPOM3BECTH OCHOBHBIE TEPMUHBI, ONIPEISIICHNUS, TIOHSATHS pa3/ena.

3. Ocoboe BHHUMaHHWE CJEIyeT YAEIUTH BBHIMOJIHEHHWIO OTYETOB IO MPAKTHUYECKUM 3aHSATHSM,
nmabopaTopHBIM paboTaM U MHIMBUIYaTbHBIM KOMIUIEKCHBIM 33JaHHSIM Ha CAMOCTOSTEIbHYIO paldoTy.

4. Bea TemaTHKa BOIPOCOB, M3YYaE€MBIX CAMOCTOSTENBHO, 3a/1a€TCsl Ha JIGKIMAX MpenojaBaTesieM.
MM e 1ar0Tcs UCTOUYHUKH (B MEPBYIO OYepeb BHOBb M3JaHHbIE B IEPUOANYECKON HAy4YHOH JIUTEpaType)
1151 60J1ee IeTaIbHOrO MOHUMAaHHUs BOIPOCOB, O3BYYEHHbIX HA JIEKLIUU.

6. IlepeueHb yueOHO-MeTOANYECKOT0 M HHPOPMALMOHHOI0 00ecCIeYeHU
JJIS1 CAMOCTOATEJIbHOM padoThl 00y4aOIIUXCS 10 JUCHUILJIMHE

6.1. [leuaTHasi yueOHO-MeTOAUYECKAS JIUTEPATYPA

bubmuorpadpuyeckoe onvucanue KomuuectBo
Ne n/m (aBTOD, 3arnaBue, BUJA U3JaHUS, MECTO, U3aTEIbCTBO, 9K3EeMILISIPOB B
TOJ] U3/1aHUsl, KOTMYECTBO CTPAHMII) 6ubnnoTexe
1. OcHoBHas TUTEpaTypa
1 besyknaguukos U. U., Ko E. JI., IOxxakoB A. A. IIpoextupoBanue u 5
DKCIUTyaTalHs aBTOMATU3HPOBAHHBIX CUCTEM JHCIIETYEPCKOTO
yIpaBiIeHUs] 00bEKTaMU KPUTHYECKOM HH(PPACTPYKTYPHI COBPEMEHHOTO
ropoja : yueoHoe mocoowue s By3oB. Ilepms : Uzn-so ITHUITY, 2012.
174 c. 14,2 ycn. ney. 1.
2 OcHOBBHI yrnipaBiieHUs! HHPOPMALIMOHHON 0€30MacHOCTBIO : yueOHoe 15
mocobue a1 By3oB / Kypuno A. I1., Munocnasckas H. I'., Cenatopos M.
1O., Toncroit A. U. 2-e uzn., ucnp Mocksa : ['opsuas aunus-Tenekom,
2014. 243 c. 15,25 ycn. nmeu. 1.
3 [Tpokymes f. E. Madopmanmonnas 6e30macHOCTD : 1abopaTOPHBIT 2
npaktukyM. Cankt-IlerepOypr : UL UaTepmenns, 2018. 286 c. 16,74
yCII. TIed. JI.
4 Xopes I1. b. [IporpamMHo-anmnaparHas 3anmra uHGopMaIyy : yueoHoe 2
nocobue 11 By30B. Mocksa : DOPYM, 2009. 351 c.
5 Xopes I1. b. [IporpaMmMHo-anmapartHast 3aura HHQOpMaIny : yaeOHoe 2
mocooue /I By30B. 2-€ u3l., uctp. u non Mocksa : ®OPYM, 2015. 351
c. 22,0 ycu. mied. .
6 Xopes I1. b. I[IporpaMmMHo-anmnapartHas 3amura HHGOpMaluu : yauebHoe 5
rmocobue. 3-e uzn., ucnp. u gon Mocksa : UHOPA-M, 2020. 326 c. 20,44
yCII. TeY. JI.
7 [Hanerun B.®. Mndopmannonnas 6e30macHOCTb KOMIBIOTEPHBIX CHCTEM 2
u ceTelt : yueOHoe mocobue. M. : POPYM : UTHOPA-M, 2009. 415 c.
2. JlonoJiHUTEJBHAS JUTEPATypa
2.1. YyeOHble U HAYYHbIe U3JaAHUSA
1 babamr A. B., bapanosa E. K., Mensnukos 0. H. Uadopmanmonnas 2

0e3omacHOCTh. JJabopaTOpHEIA MPAKTHKYM : ydeOHOE TTOCOOUe IS BY30B.

Mocksa : KHOPYC, 2012. 131 c. 8,5 yca. neu. 1.




2 ["aBpuiioB M,B. Mudopmarnka n nHGOpMaIMOHHBIE TEXHOJIOTHH : 3
yueOHuk 17151 6akanaspoB / M. B. I'aBpuiios, B. A. KinumoB .— 2-e u3n.,
ucrp. u gon .— Mo-ckBa : FOpaiit, 2012 .— 350 c., 18,38 yco. neu. 1. :
un .— (bakanaBp) .— bu6-nuorp.: c. 350

3 Tanen6aym 3. CoBpeMEHHbIE OTIEpaAIlMOHHBIC CUCTEMBI : TIEP. C aHTJI. 3-€ 6
n3n. Cankt-IlerepOypr [u np.] : [Tutep, 2012. 1115 ¢. 90,300 yca. neu. 1.

4 Tanen6aym O. CoBpeMeHHBIE ONIepallMOHHBIE CHCTEMBI : TIep. C aHTJ. 3-€ 4
u3n. Cankr-IlerepOypr [u ap.] : [Tutep, 2015. 1115 c. 90,300 ycu. ney. 1.

2.2. llepuonnueckue u3aaHus

| He ucnons3yercs |

2.3. HOpMaTHBHO-TeXHI/l‘leCKI/le H3J1aHuA

| He ucnone3yercs |

3. MeTounquKne YKazaHus AJd CTYACHTOB 110 OCBOCHUIO TUCHUIIIMHBI

| He HCIIOJIB3YCTCA |

4. YueOHO-MeTOAUYECKOE 00ecnieYeHre CAMOCTONATeIbHOI padoThI CTy/leHTa

| He HCIIOJIB3YCTCA |

6.2. DiieKTpOHHAas1 y4eOHO-MeTOANYeCKasl JuTepaTypa

HocTynHocTh
(cets UHTEpHET /
HaumenoBanue Ccblika Ha
Bun nutepartypst N JIOKaJIbHAS CETh;
pa3paboTku HH(pOPMAILMOHHBIN pecypc

ABTOPU30BaHHBIH /
CBOOOIHBIN JJOCTYTI)

JlomotuTeNnbHAS  [AnmMuHUCTpUpoBaHue: ['pynmosas  |https://cloud.mail.ru/public/d|cers UnTEepHET;
nmuTeparypa MOJTUTHKA 0€30IaCHOCTH LFr/ibo5rBQCL CBOOO/IHBIN TOCTYTI

JlononautensHas |AnmunucTpupoBanue: JlokaneHas |https://cloud.mail.ru/public/ |cets UHTepHET;
uTeparypa oe3omacHocTh Windows BQcA/SXiJkt5SXv CBOOOJTHBIN JTOCTYII

6.3. JInnen3noHHoe U CBOOOHO PacCIPOCTPaAHsAEMOE IPOrPpaMMHOe obecrieyeHue,
HCMOJIb3yeMoe MPH OCYIIeCTBJIEeHUH 00Pa30BaTeJILHOIO0 Mpoliecca Mo AUCHUIIHHEe

Bug I10 Haunmenosanue I10
OnepalmoHHbBIE CHCTEMBI MS Windows 8.1 (moman. Azure Dev
Tools for Teaching )
OdricHbIe TPUITOKESHHUS. Microsoft Office Professional 2007. murr.
42661567

[TpuxiagHoe nporpammuoe obecrneueHue oouero HazHauenust  |Dr.Web Enterprise Security Suite, 3000
i, [THUITY OLIHUT 2017

[TpuxitagHOe iporpammHoe obecrieueHue oodmiero HaznadeHust  |Oracle VM VirtualBox (GNU GPL 2)

[TpuxitagHOE IporpaMMHOE oOectieueHue oomiero HasHaueHust  |Wireshark




6.4. CoBpemMeHHbIe Po(eccHOHATIbHbIE 0a3bl JAHHBIX M HH(OPMAIIUOHHBbIE
CTIPaBOYHbIE CHCTEMBI, HCIOJIb3yeMble TPH OCYIIeCTBJIEHNH 00pa30BaTeIbHOTO
npouecca no TUCHUIINHE

HaumenoBanne Cchutka Ha HH)OPMAIIMOHHEIN pecypc

baza mannbeix yszsumocteir CVE Mitre https://cve.mitre.org/

bank maHHBIX yrpo3 Oe3omacHocT nHpopMmarn deaepanbroit |https://bdu.fstec.ru/
CITyOBI 110 TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO

Hayunas 6ubimoteka [lepMckoro HalmoHaIbLHOTO http://lib.pstu.ru/
HNCCIICA0BATCIBbCKOT'O IMOJIMTEXHUYCCKOI0O YHUBEPCUTETA

OnekTpoHHO-0nbInoTeyeas cucrema Jlanp https://e.lanbook.com/
OnexkTpoHHO-0MbIMoTeuHas cucrema IPRbooks http://www.iprbookshop.ru/
Wudopmarmonnsie pecypebl Cetn Koncynsrantllntoc http://www.consultant.ru/
baza nannpix komnanuu EBSCO https://www.ebsco.com/

7. MaTtepuajibHO-TEXHHYECKOe oDecriedeHne 00pa3oBaTeibHOI0 NMpoiecca mno

AUCIUILINHE

Bun 3anarui

HanmenoBanue HE06X0IMMOTr0 OCHOBHOT'O 000PYA0BaHUS

KonuuectBo equHug
Y TEXHUYECKUX CPEICTB 00yUeHus

Jlexmus [IPOEKTOP 1
[IpakTiyeckoe [lepcoHanbHBI KOMOIBIOTED 12
3aHATUE

8. DoHI OLEHOYHBIX CpeaACTB IMCIUIIIMHBI

|OHI/IC21H B OTACIIBHOM JJOKYMCHTC
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MunmctepcTBO Hayku U Bbiciiero oopasosanus Poccuiickoit denepanuu
denepaabHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEKICHHE
BBICIIETO 00pa30BaHU
«IlepMcKHi HATMOHAJIBHBINA HUCCJIEA0BATEIbCKUAN OJTUTEXHUYECKUI

YHHUBEPCHTET)

®OH/1 OIIEHOYHbBIX CPEJICTB
17151 IPOBeIEHUsI MPOMEKYTOUHOH aTTecTAlMU 00y4aIoIIMXCsl O TUCIHIIIHHE
«[IporpaMMHoO-anmapaTHbie CpeACTBA 3aIATHI HH(pOpMAITHI»
Ilpunoscenue k paboueil npozpamme OUCHUNTUHBL

HanpasJ/ieHue MOATOTOBKH:
HanpagiaenHoctsb (nmpoduib)
00pa3oBaTebHOI NPOrPaAMMBbI:
KBanuduxkanus BbINYCKHUKA:
CneunajabHOCTD:
Cnennanu3anus (mpoguib)
00pa3oBaTeJbHOM NPOrPaAMMBbI:
Kpanudukauusi BbINYCKHUKA:
Boeinmyckawomas kadeapa:
dopma 00y4eHUs:

Kypc: 4

TpynoéMKOCTD:

10.03.01 Nudopmarnmonnast 6e30macHOCTb
KomrmiekcHas 3anmra 00beKTOB HH(OpMaTH3aluU

bakamasp

10.05.03 NudopmarmonHas 6e30macHOCTb
aBTOMATHU3UPOBAHHBIX CHCTEM
be3onacHOCTb OTKPBITHIX HHPOPMALIMOHHBIX

CUCTEM
Croenuaauct

ABTOMATHKA U TEJIEMEXAHUKA

Ounas

KpenuToB no pabouemy yueOHOMY TIIaHY:
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Dopma NPOMEKYTOYHOU aTTECTALMM

3auéT C OIEHKOM: 7 ceMecTp

[Tepmn 2023
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@oH OLEHOYHBIX CPeICTB Il MNPOBEICHUS NIPOMEKYTOYHOM arTecTauuu
oOyuaronmuxcst no aucuuiinHe «IIlporpaMmHo-anmapaTHble CpeACTBA  3aIHUThI
uHpoOpMaIMU» SIBISIETCS YacThio (MPUJIOKEHWEM) K pabodeil mporpaMMe AUCIUILINHBL.
@DOH/ OLIEHOYHBIX CPEJCTB AJIs IPOBEACHUS MPOMEKYTOUYHON aTTeCTalluy 00yJatoIIuXCsI
Mo JUCIHMIUTUHE pa3paboTaH B COOTBETCTBUMU C OOIIEH 4acThio (POHIA OIECHOYHBIX
CPEICTB IJsl NPOBENEHUS NPOMEKYTOUHOM aTTECTAllMd OCHOBHOW 0Opa3oBaTeIbHOU
OpOrpaMMmbl,  KOTOpas  yCTaHaBIMBAaE€T  CUCTEMYy  OLICHMBAaHUS  pE3yJbTaTOB
IIPOMEKYTOYHOM AaTTECTallUd W KPUTEPHM BBICTABICHUSA OLCHOK. POHJ OLICHOYHBIX
CPEICTB JUIsl IPOBEJCHUS IPOMEKYTOUHOM aTTeCTallMi OOYYarOIIMUXCS M0 AUCLUILIINHE
yCTaHaBIUBaeT (OpPMBI U MPOLEAYpPbl TEKYIIETO KOHTPOJIS YCIEBAEMOCTU H
IPOMEXKYTOUYHOM aTTeCTallMi 00Y4AIOIIUXCS 0 AUCLUIIIIMHE.

1. IlepeyeHb KOHTPOJIHPYEMBIX pe3yabTaTOB OOy4YeHUs] O IMCLHHILJIHHE,
00beKThI OLIECHUBAHHUS H BUbI KOHTPOJIS

CornacHo PITJI ocBoeHue yueOHOro marepuaina JUCIUIUIMHBI 3allIAHUPOBAHO B
TE€YEHHE OJTHOTrO ceMecTpa (7/-To cemecTpa yuyeOHOro IjiaHa) U pa3OUTo Ha 2 y4yeOHBIX
Momyisi. B kaxmaom Mopayne mpeaycMOTpEeHBI ayIuTOPHBIE JIGKIIMOHHBIC, MPAKTUYECKUE
3aHATHA, a TaKXKE CaMOCTOSITENIbHAsA paboTa CTyACHTOB. B pamkax oCBOe€HHS y4eOHOTO
Mmarepuana JUCHUIUIMHBI (OPMUPYIOTCS KOMIIOHEHTbl KOMIIETEHLUUN 3HaAmb, yMemb,
énademv, ykazanuole B PIIJ[, koTopbple BBICTYHNAIOT B Kaue€CTBE KOHTPOJIUPYEMBIX
pe3yapTaToB 00ydeHUsl Mo JuciuIuinHe (Taom. 1.1).

KoHTponb ypOBHS yCBOEHHBIX 3HAaHUM, OCBOCHHBIX YMEHMH U NPUOOPETEHHBIX
BIQJICHUN OCYIIECTBISIETCSI B paMKaxX TEKYIIEero, pyOeKHOro U MPOMEKYTOUHOIO
KOHTPOJISI IPU U3yYEHUU TEOPETUUYECKOIO MaTrepuaia, cjaye OTYETOB MO MPAKTUYECKUM
3aHATHAM U 3a4eTa. Buabl KOHTpous cBesieHbl B Tadbmuiy 1.1.

Ta6nuna 1.1. Tlepeuerb KOHTPOIUPYEMBIX pe3yabTaToB 00yuenus mo auciumuinie (10.03.01)

Bua xoHTpOJIs

KoHTposnpyembie pe3yabTaThl 00y4eHuUsI 10 Texkymmi Py6exublii HUTorosmlii

aucuuminHe (3YBbi) C TO OJIP | T/KP 3auér

YcBoeHHbIE 3HAHUS

3.1 3naer kpurepun oueHKH 3P HEKTUBHOCTH 1 TO1 KP1 TB
HaJIe)KHOCTH CPEJICTB 3aIUThI IPOrPAMMHOTO
obecrieueH sl aBTOMAaTH3UPOBAHHBIX CUCTEM

OcBoeHHbIE YMEHUsI

¥.1 YMeer aHAMU3UPOBaTh HPOTPAMMHBIC U KP2 113
MIPOTrpaMMHO-aIIapaTHbIE PEIICHUS IPH IPOEKTHPOBAHUN
CHCTEM 3aIIUTHl THPOPMAIIHH C IIETBIO BBISIBICHUS
YSI3BUMOCTEH. pa3BepThIBATh M HACTPAUBATh
MIPOTrpaMMHBIE U allllapaTHBIE CPEICTBA JUIS 3aIUTHI
JIOKJIBHBIX ¥ PACHIPE/ICIIEHHBIX BEIYUCIUTEIBHBIX CHCTEM

IIpnoOpeTeHHbIe BJIAICHUSA

B.1 Baameer HaBBIKAMH  TIPOBCACHUS  aHAIH3A OI131
YSI3BUMOCTH MPOrPAMMHBIX H IMPOrPaMMHO-aIapaTHBIX OI132
CPEJICTB CUCTEMBI 3alTUTHl HHPOPMAITUU OI133




Tabmuua 1.1. IlepeueHb KOHTPONUPYEMBIX Pe3yabTaToOB 00ydeHus no aucrumiuge (10.05.03)

Buj xonTpOIs
KonTposnpyembie pe3yabTaTbl 00y4eHusl M0 Texkymmi Py6exublii HToroBslii

aucuumiune (3YBsbi) C TO OJIP | T/KP 3auér

YcBoeHHbIE 3HAHUS

3.1 3HaeT MPUHLUMIBI OPraHU3aLNH, KPUTEPHH OLEHKN TO1 KP1 B
3¢ PEKTUBHOCTH U HAZIEKHOCTH CUCTEM 3aIIUTHI
nH}OopMann; OCHOBHBIE TPOTOKOJIBI, UCIIOIb3YEMBbIE JJIS
3aIUTHl HHPOPMAINU B BEIYHCIUTEIBHBIX CETSIX U
cucTeMax mepenadu nHpopMannuu

OcBoeHHbIE YMEeHUsl

¥.1 YMmeer pa3BepTHIBaTh H HACTPAUBATH IIPOTPaMMHBIC H KP2 113
anmapaTHbIE CPEACTBA VIS 3aILUTHI JIOKAIBHBIX U
pacupeneIeHHBIX BBIYUCIHTEIbHBIX CHCTEM;

HACTpamBaTh KaHAJBI 6€30MacHOT0 0OMeHa nHpopManneit
B JIOKQJIBHBIX U PACIIPEACICHHBIX aBTOMATH3UPOBAaHHBIX
cucTeMax.

IIpunoOpeTeHHBbIE BJIA/ICHUSA

B.1 Buageer uHCTpyMEHTapueM, OOECIIEUHBAIOLIIM OII31
NPOrpaMMHO-ANIApaTHYI0  3alUTy  HH()OPMAaLHMOHHBIX OI132
pecypcoB OT U3y4eHusl, MOAU(UKALUN U KOMHUPOBAHHUS OII33

C — cobeceoosanue no meme;, TO — komnoksuym (meopemuueckuii onpoc);, K3 — ketic-3adaua
(unousuoyanvroe 3adauue); OII3 — omuem no npaxmuueckomy sauamuro;, T/KP — pybescnoe
mecmuposanue (koumponvhas paboma); TB — meopemuueckuti sonpoc, 113 — npaxmuueckoe 3a0anue;
K3 — xomnnexcnoe 3adanue ouppepenyuposannozo 3auema.

HtoroBoi OHCHKOﬁ AOCTHIKCHHA PC3YJILTATOB O6y‘-IeHI/I$I IO AUCHOUIIIIMHE ABIISACTCSA
NPOMEKYTOYHAsI aTTeCTAallds B BHJE 3aueTa, MPOBOAMMAS C YYETOM pE3yNIbTaToB

TEKYILETO U pyOeKHOTO KOHTPOJIS.

2. Buabl KOHTPOJIS, TUNIOBbIe KOHTPOJIbHbIE 3aJaHUSI U HIKAJbI OLEHNBAHUS
pe3yJabTaToOB 00y4YeHMsI

Tekyuii KOHTPOJIb YCIIEBAEMOCTH HMEET IIEeJIbI0 0OeCredeHne MaKCHMAaJIbHOM
sdexTuBHOCTH y4eOHOro Tpoliecca, YOpaBJICHHE TMpoiieccoM (PopMUpOBaHUS
3aJIaHHBIX ~ KOMIIETCHIIMM O00y4aeMbIX, TIOBBIIIEHWE MOTHBAIMM K yuebe u
MpeaycMaTPUBACT OIICHUBAHWE XOJla OCBOCHMS JUCHUIUIMHBI. B COOTBETCTBUU C
[TonoxxeHneM O TPOBEACHUU TEKYIIErO0 KOHTPOJISI YCIEBAEMOCTH M MPOMEXKYTOUHOM
aTTecTaly o0yJarolmuxcs Mo 00pa3oBaTeIbHBIM MpOrpaMMamM BBICIIETO0 0Opa3oBaHUs
— §porpammaMm 0OakanaBpuara, coeuuaiauTera u - marucrtparypsl B ITHUITY
MPEIyCMOTPEHBI  CICAYIOIIUE BUALI M MEPUOJUYHOCTh TEKYIIETO KOHTPOJS
YCIEBAEMOCTH O0YYAIOIINXCS:

- BXOJTHOM KOHTPOJIb, TPOBEPKA UCXOTHOTO YPOBHS MOATOTOBICHHOCTH 00y4aeMOro
M €r0 COOTBETCTBUS MIPEIBABIIEMBbIM TPEOOBAHUAM JIJISI U3YUEHUS JAHHOW UCIIUTIIINHBI,

- TEKyIIUH KOHTPOJIb YCBOEHHUS MaTepuana (ypOBHS OCBOEHHUSI KOMIIOHEHTA «3HATh)
3aIaHHBIX KOMIIETEHIMI) HA KaXXOM TPYNIOBOM 3aHSATHU M KOHTPOJIb MOCEIIAEMOCTH
JICKLIIMOHHBIX 3aHSATHUM;

- TIPOMEXYTOYHBIM M PYOEKHBIM KOHTPOJb OCBOEHHS OO0y4aeMbIMU OTIEITHHBIX
KOMITOHEHTOB «3HAaTh», «YMETh» 3aJaHHBIX KOMMETEHIMA IMyTeM KOMIBIOTEPHOTO WU
OJIJAHOYHOTO  TECTUPOBAHMS,  KOHTPOJBHBIX  OIMPOCOB,  KOHTPOJBHBIX  PadbOT
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(MHAMBUAYAJIBHBIX TOMAIIHUX 33JJaHUI), 3AIIUTHl OTYETOB MO MPAKTUYECKOMY 3aHSTHIO,
pedepaTos, 3cce U T.1.

PyOexHblii KOHTPOJIb IO AUCIMILTAHE MPOBOIUTCS Ha CIEAYIONIEH Helese Mocie
MPOXOXKJICHUS MOIYJsl JUCUUIUIMHBL, a MPOMEXYTOUHBIA — BO BpeMs KaxXJ0ro
KOHTPOJIBHOT'O MEPOIPUATHS BHYTPU MOJYJIEH TUCUUTLIINHBL,

- MEXKCECCHOHHAas aTTecTalus, €IWHOBPEMEHHOE TIOJIBE/ICHUE HWTOTOB TEKYIIeH
yCIEBAEMOCTH HE MEHEE OJHOTrO pa3a B CEMECTp IO BCEM TUCIHUIUIMHAM ISl KaXKII0TO
HaIpaBJIeHUs MOJATOTOBKH (CIEUATBHOCTH), Kypca, TPYIIIbL;

- KOHTPOJIb OCTATOYHBIX 3HAHUH.

2.1. Tekyuiuii KOHTPOJIb YCBOCHHUSI MaTepuaJjia

Texyuuii KOHTpOJb YCBOGHMS Marepuaia B (opme cobecenoBaHUs WU
BBIOOPOYHOTO TEOPETUUYECKOTO OMpOoca CTYAECHTOB MPOBOIUTCS MO KaXI0M Teme.
Pesynbrarel mo 4-0aiabHOM MIKajde ONEHUBAHUS 3aHOCITCS B KHUKKY MpEnofaBaTeis U
YUYHUTBIBAIOTCSI B BHJE MHTErPAjJbHOM OLIEHKM IMPU MPOBEIECHUU IMPOMEXYTOYHOM
arTecTaluu.

2.2. Py0e:KHbIH KOHTPOJIb

PyOGexxHBbIT KOHTPOJIb ISl  KOMILJIEKCHOTO OIICHMBAHUS YCBOCHHBIX 3HAHUM,
OCBOEHHBIX YMEHUH W MpuoOpeTeHHBbIX BiajeHud (tadm. 1.1) mpoBogutcs B ¢opme
3aIUThl OTYETOB MO MPAKTUYECKOMY 3aHATHIO U PyOEKHBIX KOHTPOJIBHBIX paboT (mocie
HPOBEICHHS MPAKTHYCCKUX 3aHATHH).

2.2.1. 3amuTa 0TYETOB M0 NPAKTHYECKOMY 3aHATHIO

Bcero 3amnanupoBano 3 npakrtuyeckux 3ansatus (I13).

Tunoseie Temsl 113:

WuauBuayanbHOe 3aJaHUE IO MPAKTUUYECKOMY 3aHATHUIO NPEACTaBIsAET Cco00it
MOCJIEI0BATENbHOCTh MEPOINPUATUNA MO HACTPOMKE CUCTEMBI OE€30MACHOCTH THUIOBBIX
JIOKaJbHBIX W PacHpeelIeHHbIX aBTOMAaTU3UPOBAHHBIX cucTeM. MccnenoBanne cUCTEMbI
1 HEOOXOIUMBbIE CIIOCOOBI 0OecCIieueH s €€ OE30MacHOCTH MTPOU3BOAUTCS B COOTBETCTBUU
C BapuaHTOM. TpeOoBaHMS YCTAaHABIMBAIOTCS OTHOCHUTENIBHO Kjacca 3alluThl
ABTOMAaTU3UPOBAHHOM CHCTEMbl OT HECAHKIMOHUPOBAHHOIO JOCTyNa, YPOBHS
3aIIUIIEHHOCTH NEPCOHANBHBIX TAHHBIX, 0OCOOCHHOCTE aBTOMATU3HPOBAHHOMN CUCTEMBI,
a Takke yrpo3 0e30MacHOCTH MH(OpMALIMK, XapaKTEPHBIX JJIsl JTaHHOW CUCTEMBbI. TeMbl
paboOT COOTBETCTBYIOT MOCJEIOBAaTEIbHOCTH M3Y4aeMbIX TEM B MOAYIAX Y4yeOHOMH
JTUCIUTUIMHBL. BpImoHeHne paboT OCYIIECTBISETCS B CPEl€ BUPTYaTbHBIX MAIUH C
UCIOJIb30BAaHUEM CBOOOIHO PacpOCTPaHIEMbIX KOMIIOHEHTOB U CUCTEM.

Pazpen 1, monynsb 1

Tema 1. Pa3BepThiBaHME TPOTOTUIIA ABTOMATH3aPOBAHHON CUCTEMbI B BUPTYAJIbHOM
cpene Ha 0Oa3ze Windows W ycTaHOBKa OICPAllMOHHOM CHCTEMBI [IJIsi BBISBICHUS
ya3BuMocteit u peanuzauuu atak (Kali Linux).

Tema 2. HacTpoiika ceTeBOTro B3auMOACUCTBUS MEXIY BUPTYaJIbHBIMA MAllIMHAMHU U
yCTaHOBKA CEPBEPHOTO MPOrPaMMHOTO OOECIIEUEHHS Ha U3yYaeMyI0 MallUHY.

Tema 3. Hactpoiika nokaibHON Oe3omacHocth Windows U HacTpoiika
pasrpaHu4eHust 10CTyna K (GaioBbIM pecypcam U peecTpy.

Tema 4. M3yueHue TeCTOBOTO MPUJIOKEHUS B OTIaAUMKE U IPUMEHEHUE NaTya.

Pa3nen 2, monyns 2



Tema 5. Hactpoiika B BupTyanpHoi mammae Active Directory u uzyuenne LDAP.
Nzyuenune Texnonorun RDP: ynanennoro pabodero crona.

Tema 6.  l3ydyeHne aBTOMAaTM3MPOBAHHON CHUCTEMBI C IIOMOILIBIO CKaHepa
ys3BUMOCTEl Nessus U BBIINOJIEHHE OJKCIUIOWTOB. lloMck MeTomoB ycTpaHeHHs
YSI3BUMOCTEH (mmaryeit).

Tema 7. YcranoBka nemoBepcun komiuiekca HASP u 3ammTa npocToil MporpaMmsl
C IOMOIIBIO KIIFOYA.

Tema 8. HacTpoiika aHTMBHpYyCa, HACTPOMKa MapaMETPOB aBTO3AIyCKa CMEHHBIX
HOCUTEJICH, HACTpOWKa IIpaB JIOCTylla K BETKAaM pEecTpa, OTBEYAIOIIUM 3a
ABTOMAaTHUYECKHI CTapT MPOrpamMM.

Tema 9. HacTpoiika cucteMbl peAOTBPAILICHUS] BTOPKEHU Snort.

Paznen 3, momyns 3

Tema 10. Pa3memenne obOpaza aBTOMAaTU3MPOBAHHONW CHCTEMBI B O€CILIATHOM
XOCTHHIE U MPOBEPKA HACTPOEK OE30MMACHOCTH € MOMOILBIO CKaHEPA ITOPTOB.

Tema 11. Hactpoiika nporpammuoit VPN Mexny ynajaeHHBIMA CHCTEMaMU.

Tema 12. CpeactBa ayaura W OO0ECHEUYEHUS  OTKa30yCTOMYMBOCTH
ABTOMAaTU3HPOBAHHOMN CHCTEMBI.

3amura OTYETOB M0 MPAKTHYECKOMY 3aHSATHUIO MPOBOAMUTCS HHIWBHUIYAIbHO
KaX/IbIM CTYJIEHTOM. THIIOBbIE IIKaJla U KPUTEPUH OLIEHKHU NMPUBEACHBI B OOIIEH YacTH
®OC o6pazoBarebHON TPOrPAMMBI.

2.2.2. Py0exHasi KOHTpPOJIbHAsI padoTa

Bcero 3amnanupoBano 2 pybexxHble KoHTpolsibHbIe paboThl (KP) mocie ocBoenus
CTyAEHTaMH Y4eOHbIX MOIYJIEH JUCIUIUIMHBI U MIPOBEACHUS IPAKTUUECKUX 3aHITHH.

Tunosble 3axanua KP1:

1. Beibop nporpammuo-annapatibix C3M um ux KoH(uUrypauuu i 3alluThbl
JIOKAJIbHOM CHCTEMBI.

Tunosble 3axanusa KP2:

1. Beibop nporpammuo-annapatibix C3UM um ux KoH(uUrypauuu Mg 3alliuThbl
nokanbHOU cereBoit AC.

Tunosble MIKaJla U KPUTEPUH OLICHKU PE3yJAbTaTOB pyOEKHON KOHTPOJIBHOU pabOThI
npuBeieHbl B 0011eit yactu @OC 00pa3oBaTeIbHOM MPOrpaMMBI.

2.3. BbInoJiHeHMe  KOMILUIEKCHOTO  MHAWBHAYAJBHOIO0  33JlaHMA  HA
CaAMOCTOSITEJIbHYI0 PadoTy

He npeaycmorpeno.

2.4. TIpoMe:xxyTOUHAsI aTTeCTAIUA (MTOTOBbI KOHTPOJIb)

JIoImyCK K MPOMEKYTOYHOM aTTeCTALMKM OCYLIECTBISETCS 110 pe3yJbTaraM TEKYILEro
U pyOeKHOTO KOHTPOJISL. YCIOBUSIMU JOITyCKa SIBJISIOTCS YCHEIIHas cJjada BCEX OTYETOB
[0 MPAKTUYECKUM 3aHSATUSIM U TMOJIOKHUTENIbHASI MHTErpajibHas OLIEHKa MO pe3ysibTaTaM
TEKYIIEro U pyOe>KHOTO KOHTPOJISL.

24.1. Ilpoueaxypa mpOMe:KYTOYHOWH arrecTanmuu 0e3 JAONOJHUTEIbHOIO
aTTeCTAIIMOHHOI0 MCIIBITAHUS

[IpomexxyTouHasi arTectauus IpoBoAUTCS B Gopme 3auera. 3a4eT Mo AUCIUIUIMHE
OCHOBBIBAETCSI Ha PE3yJIbTaTax BBIIIOJHEHUS NPEAbLAYIIUX WHAUBUIYAIbHBIX 3aJaHUN
CTYJIEHTa IO TaHHOM AUCLUIUIMHE.



Kputepun BbIBEAEHHS HWTOTOBOM OLIEHKM 34 KOMIIOHEHTHl KOMIETCHIMU IIpU
MPOBEJCHUM MPOMEKYTOUHOM arTecTallid B BHUJAE 3ayeTa MpPHUBEICHBI B OOLIEH 4YacTu
®OC o0OpazoBareabHON MPOTPAMMBI.

24.2. Ilpoumexypa  NPOMeXKYTOUHOW  aTrrecTallMd ¢  NPOBeJeHUEM
aTTeCTAIHOHHOTO UCTIBITAHUSA

B orgenbHbIX ciydasx (Hampumep, B Clydae IepearTecTallid JUCIUILIAHBI)
IPOMEXKYTOUHAs arTecTauus B BUJE 3a4eTa IO JIUCHUIUIMHE MOXET MPOBOAMUTHCS C
NPOBEJICHUEM  aTTECTAllMOHHOTO  HUCIbITaHUs 1o Oujeram. buier comepxut
Teopernueckue Bompochl (TB) s mpoBepkH YCBOGHHBIX 3HAHUM, NPAKTUYECKUE
3amanus (I13) nns mpoBepkd OCBOCHHBIX YMEHUM U KoMIUIekcHbIe 3ananus (K3) mns
KOHTPOJIS YPOBHSI MPUOOPETEHHBIX BIIAJICHUN BCEX 3asBICHHBIX KOMIIETCHIIHM.

buner ¢opmupyercss TakuMm 00pazoMm, UYTOOBI B HEro TMOMAajd BOMPOCH U
MPAKTHUECKHE 3a/laHusl, KOHTPOJUPYIOIIME YPOBEHb C(HOPMHUPOBAHHOCTH  6cCeX
3asiBJICHHBIX KOMIIETEHIUH.

2.4.2.1. TunoBble BONMPOCHI M 3aaHU /IJI5 3a4eTa M0 JMCHHILINHE

TunoBbie BONPOCHI JIsI KOHTPOJISI YCBOCHHBIX 3HAHUM:

Tema 1: OcHOBHBIE NOHATHS U OlIpeneNieHus B cpepe nHpopMarmoHHON
0e30macHOCTH. YTpo3bl nH(popManuu. AHaIU3 METOJAOB U CPEJICTB 3aIUThHI
UH(GOPMALIIH.

Tema 2: M3yuenue apxutekrypbl 9BM 1 NPUHIIMNIOB BHIITOJIHEHUS IPOTPAMM B
®oH-HeitMaHOBCKOM apXUTEKTYype KOMIIBIOTEPA.

Tema 3: N3yueHune nepapxudeckoi CUCTEMbI pa3rpaHUUYeHUs JocTyna B (haiaoBoit
cucteme u peectpe OC Windows.

Tema 4: N3ydyeHre OCHOBHBIX KOMaH]I si3bIka AcceMOep U yrpapieHus
BBITIOJTHEHUEM MPOTPAMM.

Tema 5: AnnaparHele CpeACTBa ayTEeHTH(PUKALUMM C  HMCIOJb30BAHUEM
OMOMETPUYECKUX JIAaHHBIX U CMapT-KapT.

Tema 6: M3yuenue ctpykrypsl TunoBor C31 Axkkopa.

Tema 7: 3ydueHue crioco0oB peaanu3aiiu KIH0ueBON 3alIUThI .

Tema 8: M3yueHrne METONOB peanu3alui PyTKUTOB CPEICTBAMU CUCTEMHOIO
nporpamMmmHoro odecneuenus DDK.

Tema 9: Metoasl 00HapyKeHUs aKTUBHOCTH BpenoHocHoro [10.

Tema 10: UM3zyuenune obGnaunbix TexHonoruii «HbpacTpykTypa Kak cepBUC» H
«IInardopma KaK CEpBUCH.

Tema 11: U3yuenue MeTo10B ¥ KPUNTOTPAPUIECKUX aITOPUTMOB OpTraHU3AINH
3alIUIIIEHHBIX KaHAJIOB.

Tema 12: ApxuBanus gaHHbix CTparerun apXuBaluu

TunoBbie BONpPOChI M NPAKTHYECKHE 3aJaHUSL JJISI KOHTPOJS OCBOEHHBIX
YMEHMH:

1. Pemienuwie CHUTyallMOHHBIX 3aJad MO BHIOOPY W NPUMEHEHHUIO alllapaTHo-
nporpamMmubix C3U Ha 3alaHHOM OOBEKTE.

2.4.2.2. lllkajbl olleHMBAHUSA Pe3yJIbTATOB 00yUEeHHUsI HA 3a4eTe



Onenka pe3yiabTaTtoB OOydeHHs MO  JUCHUIUIMHE B (opMe  ypOBHS
c(OPMUPOBAHHOCTH KOMIIOHEHTOB 3HAMb, yYMemb, 61a0emb 3aABICHHBIX KOMIIETECHIIUI
MPOBOAUTCS 10 4-X OaJNIbHOM IIKaje OLICHUBAHMUS.

TumoBsle MmKana U KPUTEPUU OLEHKU PE3yabTaTOB 00yUEHUs MPHU clade 3adeTa s
KOMIIOHEHTOB 3HAMb, YMemb U 61ademv TpuBeAeHb B o0med dactn DOC
o0pa3oBaTeIbHON MPOTrPaMMBI.

3. Kpurepuu OuUECHUBAHUS YPOBHHA C(POPMHUPOBAHHOCTH KOMIIOHCHTOB H
KOMIIeTeHI M

3.1. Ouenka ypoBHsi c)OPMUPOBAHHOCTH KOMIIOHEHTOB KOMIIEeTEHIIUI

[Ipu onenke ypoBHA CHOPMHPOBAHHOCTH KOMIIETEHIIMM B paMKaxX BBIOOPOYHOIO
KOHTPOJIS IIPU 3a4€T€ CUUTAETCS, YTO NOJIYYEHHAS OYEHKA 3a KOMNOHEHM Npo8epsieMoll 8
ouneme KomnemeHyuu o0006waeMcs HA COOMBEMCMBYIOWUL KOMHOHEHmM  8Cex
KOMnemeHyutl, hopmupyemuvlx 6 pamkax OaHHOU Y4eOHOU OUCYUNTIUHDL.

OO6mras oneHkKa ypoBHS C(OOPMUPOBAHHOCTU BCEX KOMIETEHIIMM MTPOBOAUTCS IyTEM
arperupoBaHUs OIEHOK, MOJYYCHHBIX CTYJICHTOM 3a KaXKJblii KOMIOHEHT (DOPMUPYEMBIX
KOMIIETEHIIUM, C Yy4Ye€TOM pE3yJbTaTOB TEKYIIETO0 W PYyOEkKHOTO KOHTPOJISI B BHUJE
MHTETPaJIbHON OLIEHKHU Mo 4-X OalbHOM mikaje. Bece pe3ynbTaThl KOHTPOJISI 3aHOCSTCS B
OIICHOYHBIA JINCT M 3alOJIHSIOTCS NPENOJaBaTEIEM II0 HTOraM IMPOMEKYTOUHOU
aTTECTallHH.

dopMa OIIEHOYHOTO JIUCTa U TPEOOBAHUS K €ro 3aloJHEHUIO MPUBEJICHBI B 00IIEH
gactu ®OC 06pazoBareabHON MPOrPaMMBI.

[Ipu popmupoBaHUM UTOTOBOM OLIEHKU MPOMEXKYTOYHOM aTTECTallMy B BUJIE 3a4eTa
UCIIONIb3YIOTCSI  TUIOBBIE  KpUTEpUM, TMpuBeAeHHble B  o60meir uactu DOC
00pa3oBaTebHON MPOTrPaMMBI.



